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CONFIDENTIAL (Unclassified upon removal of enclosure (3))

COMMANDANT INSTRUCTION C5510.4G

Subj: SHIPBOARD DESIGN, INSTALLATION AND RED/BLACK ENGINEERING

CRITERIA FOR SECURE ELECTRICAIL INFORMATION PROCESSING
SYSTEMS (U)

Ref: (a) SHORE FACILITY DESIGN, INSTALLATION AND RED/BLACK

ENGINEERING CRITERIA FOR SECURE ELECTRICAL
INFORMATION PROCESSING SYSTEMS (U), COMDTINST S2241.5
(Series)

(b) SHIPBOARD VISUAL TEMPEST INSPECTION AND REPORTING,
COMDTINST 2240.1 (Series)

(c) COMDTINST M5530.1A, PHYSICAL SECURITY PROGRAM

PURPOSE. This instruction provides Coast Guard policy and
procedures for all individuals involved with Shipboard
Design, Installation and Red/Black Engineering Criteria for
Secure Electrical Information Processing Systems (SEIPS)(U).

ACTION. Commanding Officers, Area and district commanders,
commanders maintenance and logistics commands, Chiefs of
Offices and special staff divisions at Headquarters shall
ensure compliance with the provisions of this instruction.

DIRECTIVES AFFECTED. COMDTINST C5510.4F is cancelled.

DISCUSSION. Reference (a) contains a list of references
pertaining to the National Policy on Control of Compromising
Eminations. MIL-STD-1680C(SH) Installation Criteria for
shipboard Secure Electrical Information Processing Systems of
17 March 1993 is the primary source of design, installation
and engineering criteria applicable to all shipboard SEIPS.
It replaces MIL-STD-1680B(SH) of 1 AUG 1984.
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Encl:

CONDTINST C5510.4G

g. Enclosure (2) shall be used as the Coast Guard
TEMPEST Inspection Checkoff List. Previous Checkoff
Lists shall not be used. Additional copies can be
obtained from the MLC TEMPEST program manager.

“‘g.g. __

D.E. CIANCAGLINI
Chief, Office of Command, Control
(1) List of Equipment Approtddowssicetdenson U.S. Coast Guard
Units Where TEMPEST Compliant Equipment is Required.
(2) MIL-STD-16B0C(SH) 17 March 1993 , Appendix F,
Unclassified Inspection Check-0ff Sheets
(3) MIL-STD-1680C{(SH) 17 March 1993
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Approved Equipment for use on U.S. Coast Guard Units Where

TEMPEST Compliant Egquipment is Required.

1. The following equipment is approved for use by U.S. Coast
Guard Units where NSTISSAM TEMPEST 1-91 Level 1 (TEMPEST)

equipment is required.

a. Telephone Line Fiber Optic Isolator System consisting of:

(1)
(2)
(3)
(4)

Note:

FiberPlex model FOI-2792T, TEMPEST Isolator for
Telephone Interface, 1 per line

FiberPlex model F0I-2791 Isolator for Telephone Line
Interface, 1 per line.

FiberPlex model UPS-2792, Back~Up Battery Pack, 2
per line.

FiberPlex model WFG-6, Waveguide Filter Assembly 6
bore, 1 per 1 through 6 lines.

Up to six (6) of items (1) through (3) may be used

with one (1) item (4).

b. Approved U.S. Coast Guard Standard Workstation
configurations for use on Coast Guard Cutters.

(1)

(2)

(3)

The following U.S. Coast Guard Standard Workstation
configurations, in paragraphs l.c though 1.d, are
approved for use on Coast Guard Cutters.

The use of non-TEMPEST compliant "AB" Switches used
to share the printer with unclassified systems is
specifically prohibited.

The modification of, addition to, or subtraction
from, the below described configurations is
specifically prohibited. The slices must be in the
order specified.

c. Six (6) work station cluster configuration

' CLUSTER CONTROLLER (MASTER)
386-EXP CPU
6MB RAM
KEYBOARD
MONOCHROME MONITOR
44MB REMOVABLE HARD DRIVE WITH CONTROLLER
44MB REMOVABLE HARD DRIVE EXPANSION
635KB DUAL FLOPPY
60MB QIC TAPE
CANON LBP-4 LASER PRINTER - REMOTE OPERATING POSITION 1
CANON LBP-4 LASER PRINTER - REMOTE OPERATING POSITION 2



Enclosure (1) to CONDTINST C5510.4G

l.c. LOP 1 (Local Operator Position 1) N
386-EXP CPU A :
4MB RAM
KEYBOARD
MONOCHROME MONITOR :
44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPFPY
CANON LBP-4 LASER PRINTER

LOP 2

386 CPU

4MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPPY

CANON LBP-4 LASER PRINTER

LOP 3

386 CPU

4MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPPY

CANCN LBP-4 LASER PRINTER

NAVMACS COMMAND TTY

386 CPU

4MB RAM

KEYBOARD

MONOCHRCME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPPY

CANON LBP-4 LASER PRINTER

NAVMACS MESSAGE PREP

386 CprPU

4MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPPY

CANON LBP-4 LASER PRINTER
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d. Three (3) work station cluster configuration

CLUSTER CONTROLLER (Master)

386 CPU

6MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
44MB REMOVABLE HARD DRIVE EXPANSION

635KB DUAL FLOPPY

60MB QIC TAPE

CANON LBP-4 LASER PRINTER

LOP 1

386 CPU

4MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER635KB DUAL -
FLOPPY

CANON LBP-4 LASER PRINTER

LOP 2

386 CPU

4MB RAM

KEYBOARD

MONOCHROME MONITOR

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
635KB DUAL FLOPPY

CANON LBP-4 LASER PRINTER

e. Single work station configuration

LOP 1

386 CPU

6MB RAM

KEYBOARD :

MONOCHROME MONITOR

635KB DUAL FLOPPY

44MB REMOVABLE HARD DRIVE WITH CONTROLLER
44MB REMOVABLE HARD DRIVE EXPANSION

CANON LBP-4 OR LBP-8 LASER PRINTER

2. The following modified equipment installations are approved
for use on U.S. Coast Guard cutters.

a. Magnasync/Moviola mcdel TR-2010/2020/2030 multi-channel
tape recorder:

(1) These Magnasync/Moviola model multi-channel tape
recorders are approved equipment on Coast Guard
Cutters.
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(2) The separation requirement of paragraph 5.1.11.7(c)
of MIL-STD-1680C(SH) is waived for 210 and 270 class
WMEC's having model TR-2000 recorders installed in
accordance with MMA .installation requirements.

b. C-11922/U Remote Control Unit:

(1) A separate bond strap is not required for A prefic
serial numbered units. Properly installed mounting
hardware provides sufficient bonding.

c. GCF-RWL-MK-1956/USC

(1) The GCF-RWL-MK-1956/USC is an approved VINSON/HYX-58
interface.

3. HFDL installations on Coast Guard Cutters which do not have a
Secure Processing Center shall be inspected as a Remote Area.
Plan and elevation drawings will be made.

Ny
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DEPARTMENT OF THE NAVY
NAVAL SEA SYSTEMS COMMAND
WASHINGTON, DC 20362-5160

Installation Criteria for Shipboard Secure
Electrical Information Processing Systems

MIL-STD-1680C(SH)

(U) 1. This Military Standard is approved for use by the Naval

Sea Systems Command, Department of the Navy, and is available for
use by all Departments and Agencies of the Department of Defense.

(U) 2. Recommended corrections, additions, or deletions should
be addressed to SEA 55Z3, Naval Sea Systems Command, 2531
Jefferson Davis Highway, Arlington, VA 22242-5160.
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FORWARD

(U) 1. OPNAV Instruction C5510.93 implements national policy on
control of compromising emanations for facilities, system, or
equipment used to process classified information. 1In addition,
OPNAV Instruction 5510.1, Department of the Navy Information and
Personnel Security Program Regulation, prescribes safeguarding
policies and procedures to protect security information. Allied
Communication Publication ACP-122, Communication Instructions,
Security, provides guidance for communications security matters.
The Navy Department Supplement to Department of Defense (DOD)
Directive S55200.17 addresses specific physical security criteria
applicable to shipboard special intelligence spaces. National
Communication Security Instruction (NACSI) No. 4003, Standard
Criteria for Safeguarding Communications Security Material,
specifies minimum safeguards and standards for the protection of
Communication Security (COMSEC) material.

(U) 2. This standard, in the same manner, translates the above
instructions into criteria that address relevant equipment,
hardware, and installation requirements. Accordingly, this
standard does not address the associated administrative functions
of classified information, or receipt and transmission of secure

communications.

(U) 3. The use of low or high level signaling in the BLACK
signal distribution system has no TEMPEST significance; either

may be used.

(U) 4. This standard is based on supportive engineering and
technical evaluation of past installation and operational

experience and data. Adherence to the requirements specified -~ :

herein should result in secure installations meeting the
essential requirements of the above instructions.

(C) 5.

iii
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(C)

(U) 6. The publication and distribution of this standard are
not to be construed as implicit direction and authorization for
implementation in ship alterations. Such direction and
authorization will be implemented as programmed by the Chief of
Naval Operations (CNO) through the Fleet Modernization Program

(FMP).

(U) 7. This standard is to be applied to all ships as
delineated herein (see 1.2). Ships under construction,
undergoing ShipAlt modifications, or having equipment already
installed under previous installation criteria for shipboard
secure electrical information processing systems (SEIPS)
(NAVSHIPS INST C5510.33 series or MIL-STD-1680 series) or
specifications developed for those criteria, in general deo not
require retrofitting. New installations or proposals for

installation subsequent to the date of this standard will invoke

this standard.

(U) 8. Visual TEMPEST Configuration Control Inspections _ ;1;])
(VTCClIs) for all ships shall be conducted as specified herein L
(see 6.3). The inspection check-off sheets in Appendix F provide
guidance on the applicability of each item to the ship

inspection.

(U) 9. This standard shall be applied to systems and equipment
in a secure processing center, special intelligence space, secure
video control space, secure video viewing space, remote area,
secure remote area, exposed remote station, and at a ship land-
base test site having a secure electrical information processing
system (SEIPS) as delineated in the standard, or as specified in
the documents and drawings of the Commander, Space and Naval
Warfare Systems Command (COMSPAWARSYSCOM) designated system

commands.

(U) 10. This standard is an authoritative basis for the conduct
of the following actions:

a. Commanding Officers. 1In consideration of the
responsibilities assigned directly to Commanding
Officers by applicable security directives, this
standard is a technically authoritative basis for
assessing compliance with installation security

requirements.

iv
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(U) b. Field Technical Authorities. This standard is a basis
for field inspections by Field Technical Authorities.

c. Design Engineers. This standard is a basis for
Co preparation of applicable standard specifications, and
installation drawings and requirements.

(U) 11. Each command or activity of the Naval establishment
concerned with the installation of shipboard secure electrical
information processing systems (SEIPS) and RED equipment is
responsible for ensuring compliance with this standard.

(U) 12. This publication or the information it contains may not
be released to foreign nationals without prior specific approval
from the Chief of Naval Operations.
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(u) 1. SCOPE

(U) 1.1 Scope. This standard sets forth the design and
installation criteria applicable to shipboard secure electrical
information processing systems (SEIPS) including detailed
hardware and equipment requirements and the applicable inspection
and reporting procedures and documentation. ‘

(U) 1.2 Application. This standard is applicable to the extent
specified herein to new construction and active fleet
installations in surface ships and submarines. New installation
requirements are covered by the following circumstances:

a. When ihstalling a new subsystem (for example, a
tactical satellite subsystem), all components of the
new subsystem shall be installed in accordance with

these criteria.

b. When replacing a processing equipment in a subsystem
{for example, replacement of an obsolete teletypewriter
(TTY) with a Navy Standard Teletypewriter (NST) in a
subsystem) the replacement unit and connecting cables
shall be installed in accordance with these criteria.
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(U) 2. APPLICABLE DOCUMENTS

(U) 2.1 1Issues of documents. The following documents of the
issue in effect on date of invitation for bids or request for
proposal, form a part of this standard to the extent specified
herein.

SPECIFICATIONS
FEDERAL
FF-H-121 - Hardware, Builder's Door-Closers.
FF-P-110 - Padlock, Changeable Combination
(Resistant to Opening By Manipulation
. and Surreptitious Attack).
FF-S-1169 - Shredding Machine, Office Type,
_ Classified Wastepaper,
MIL-C-17 - Cable, Radio Frequency, Flexible and
Semirigid, General Specifications for.
MIL-C-17/28 - Cable, Radio Frequency Flexible
Coaxial 50 OHMS M47/028RG58.
MIL-C-17/29 = Cable Radio Frequency Flexible
Coaxial, 75 OHMS M17/29 RG59.
MIL-C-17/45 - Cable, Radio Frequency, Flexible Twin
78 OHMS M17/45 RG10S8. ‘
MIL-C-17/74 - Cable, Radio Frequency Flexible

Coaxial 50 OHMS Unarmored M17/07RG213
& Armored M17/074 RG215.

MIL-C-17/75 - Cable, Radio Frequency Coaxial 50 OHMS
M17/75 RG214 & M17/75 RG365.

MIL-C-915 - Cable and Cord, Electrical, For

S Shipboard Use, General Specification_ .
for. . o o

MIL-C-3655 - Connector, Plug and Receptacle,

Electrical (Coaxial, Series Twin), and
Associated Fittings, General
specification for.

MIL-C-3655/4 -~ Connector Adapter, Class I (Coaxial
‘Series Twin), Type UG-493A/U.

MIL-C-5541 - Chemical Coatings on Aluminum and
Aluminum Alloys.

MIL-L-15596 - Lock, Combination (Safe and Safe
Locker).

MIL-T-22361 - Thread Compound, Antiseize, Zinc Dust-
Petrolatum. -

MIL-C-24640 - Cable, Electrical, Lightweight for

Shipboard Use, General Specification

for _;:;)
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(U) MIL-C-24643 -~ Cable and Cord, Electrical, Low Smoke,
for Shipboard Use, General
Specification for

MIL-C-28872 - Cabinet, Electronic Equipment CY-
- 4516C/s( ). )
MIL-C-39012 - Connectors, Coaxial, Radio Frequency.

MIL-C-39012/1~ Connectors, Plug, Electrical, Coaxial,
‘Radio Frequency, (Series N (Cabled)
Pin Contact, Class 2).

MIL-C-39012/16- Connector, Plug, Electrical, Coaxial,
Radio Frequency, (Series BNC,
(Cabled), Pin Contact, Class 2).

MIL-C-52913 - Control, Electronic Access.

MIL-A-55339 - Adapter, Connector, Coaxial, Radio

- Frequency, (Between Series and Within

Series), General Specification for.

MIL-A-55339/4 - Adapter, Connector, Coaxial, Radio
Frequency, (Within Series N (Hermetic
and Non-Hermetic)), Class 2, Straight
Receptacle.

MIL-A-55339/13 -~ Adapter, Connector, Coaxial, Radio
Frequency, (Within Series BNC
(Hermetic and Non-Hermetic)), Class 2,
Straight Receptacle.

STANDARDS

MILITARY

MIL-STD-188-114- Electrical Characteristics of Digital

Interface Circuits.

MIL-STD-220 - Method of Insertion-loss Measurement.

MIL-STD-1310 Shipboard Bonding, Grounding, and
Other Techniques for Electromagnetic
Compatibility and Safety.
Input/Output Interfaces, Standard
Digital Data, Navy Systems.
Alrcraft internal time division
command/response multiplex data bus.

MIL-STD-1397

MIL-STD-1553

DRAWINGS

NAVAL SEA SYSTEMS COMMAND
NAVSHIPS
MSC 122-1842876-~ Non-Magnetic Vault Type Door.
$3209-860213- Locker, Safe, Type Number 8.
S$6501-73801 - Call, Signal Station, Type IC-D, SYM
2988.
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Lightning Arrester for Automatic Ships
Service Telephone Equipment ~Type Z-
13A, 6 Pairs, Symbol 2873.1.

SSN 637-604-2159329 - Siliding Door Unit, ECM Room.
401-1973965 - Switch, Door Type IC/DM-1-0.
408-2228164 ' Security Device for AIMS KIR-1/TSEC

and KIT-1/TSEC Computers.

(U §6501-74062

803-4435868 - Ship to Shore Teletype (Landline)
Communication Installation.
804-5184152 - Window, Passing, for Secure Processing
. Center.
804-1631627 - Door, Joiner, Sliding Type C (Pressed
Panel).

Door, Metal Joiner, Type H.

Door, Metal Joiner, Type A.

Metal Joiner Door, Type L.

Window, Passing, Metal Joiner.

805-2218179 Message Passing Scuttles.

805-4629248 Door, Joiner Metal Honeycomb Core.

RE 2682997 - SA-734/SG and ID-866/SG Switch Box and
Indicator Unit - Outline and Mounting
Dimensions and Cabling Diagram.

RE 2698862 - Physical Security Strap, KI-1,

Production Assembly Drawing.

804-1642434
804-1642752
804-1643220
805-1749004

NAVAL ELECTRONIC SYSTEMS SECURITY ENGINEERING CENTER

10 D 1675 - Secure Container.
10 D 2313 - Secure Container Assembly.
10 D 2314 - Secure Container Detail & Weldment.
10 D 2315 - Locking Plate Assembly.
10 D 2316 - Eccentric Shaft.
.10 D 2317 - Lock Handle. " - e e ST T L e
10 B 2318 - Bumper Plate
10 B 2319 - Bumper.
10 B 2320 -~ Shaft Captor.
10 B 2321 - Bushing (Shaft-Sleeve).
10 B 2322 - Alignment Pin.
10 B 2323 -~ Spacer.
10 B 2325 - Mounting Plate.
10 C 2327 - Lock Hasp.
10 D 2328 - Mounting Bracket (Switching Unit).
10 D 2562 - Secure Cover Kit.
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* (U) . SPACE AND NAVAL WARFARE SYSTEMS COMMAND
NAVAL ELECTRONIC SYSTEMS COMMAND

NAVELEX
28687-0125013~-F - Automated Single Audio
System.
PUBLICATIONS
NAVAL SEA SYSTEMS COMMAND
NAVSEA
* $9407-AB~-HBK-~010 - Handbook of Shipboard
- Electromagnetic Shielding
. Practices.
NAVSHIPS .
* 0967-LP-301-7020 - Communication Systems Afloat

Criteria Handbook, Volume 2.
NAVAL TELECOMMUNICATIONS COMMAND
* . NTP=-7 - Cryptographic Equipment
Information/Guidance Manual.

NATIONAL SECURITY AGENCY

NACSEM 5100 Series - Compromising Emanations
Laboratory Test Standard
Electromagnetics.

NACSI-4010 - Routine Destruction and

Emergency Protection of
COMSEC Material.

INSTRUCTIONS
CHIEF OF NAVAL OPERATIONS

* OPNAVINST 5510.1 - Department of the Navy
Information and Personnel
Security Program Regulation.

* OPNAVINST C5510.93 - Navy Implementation of
National Policy on Control
of Compromising Emanations.

(U) (Copies of specifications, standards, drawings, and
publications required by contractors in connection with specific
acquisition functions should be obtained from the contracting

/) activity or as directed by the contracting officer.)
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(U) 2.2 oOther publications. The following documents form a
part of this standard to the extent specified herein. Unless
otherwise indicated, the 1ssue in effect on date of invitation
for bids or request for proposal shall apply.

A&J Manufacturing Co. Drawing
08060-250-1 - Bar, Locking.

Bendix Field Engineering Drawings
15151A8Y3533258-0501 - Control Monitor Group OK-
454(V)/WSC Single DAMA.
15151ASY3533259-0501 - Control Monitor Group OK-
455(V)/WsSC Dual DAMA.

Copies of drawings are available from Commander, Space and
Naval Warfare Systems Command (Code PDE-106-11), Washington, DC

20363-5100.

(U) 2.3 Order of precedence. In the event of a conflict
between the text of this document and the references cited
herein, the text of this document shall take precedence. Nothing
in this document, however, supersedes applicable laws and
regulations unless a specific exemption has been obtained.

L

L
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(U) 3. DEFINITIONS

(U) 3.1 Acceptable Hazard. A designation applied to a ship to
indicate that, although an Instrumented TEMPEST Survey (ITS) has
determined that compromising emanations (CE) are present outside
the secure processing center, the TEMPEST signal exploitation
vulnerability is minimal, and that correction of the TEMPEST

problem is not reguired.

(U) 3.2 Acceptable Risk. A category assigned to a ship that
has not had an Instrumented TEMPEST Survey (ITS) to determine its

overall TEMPEST posture.

(U) 3.3 Armor. A braid of metallic material placed around an
insulated conductor or cable for physical protection but also
used to reduce interaction and mutual coupling between RED and
BLACK cables. (NOTE: This use does not imply equivalence
between armored and shielded cable.)

(U) 3.4 Assembled egquipment. Equipment delivered as an entity,
requiring only mounting and connection to external interfaces.

(U) 3.5 Battery direct current (d.c.) power supply. The d.c.
electrical source of supply which furnishes electric current to

an electrical distribution system.

(U) 3.6 BLACK. The BLACK designation is applied to facilities,
circuits and equipment exclusively involved in handling and
processing unclassified plain language or encrypted information
in electrical form and are not designated RED.

positive, direct and continuous metallic, low-impedance d.c. to
radio frequency (RF) path between conducting materials.

(U) 3.8 (Cipher language. Information that has been processed
by a National Security Agency (NSA) approved cryptographic
equipment and is in an encrypted unintelligible form, regardless

of the original language form.

(U) 3.9 (Clagsified Information Processing System(s) (CLIPS).

Any equipment, device or system which is electrically powered and
processes, converts, reproduces, or otherwise manipulates any
form of classified information. The following types of equipment
are typical: electrical or electronic typewriters; non-
photographic copiers; word processors; composing and editing
equipment; video displays; ADP; telecommunications equipment and
systems including the teletypewriter, facsimile and cryptographic

UNCLASSIFIED
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(U) equipment; and all interfaces, power sources and
interconnecting paths which are part of the system or equipment.
CLIPS is a subsystem of a secure electrical information
processing system (SEIPS).

(U) 3.10 Compromising Emanations (CE). Unintentional

intelligence bearing signals which, if intercepted and analyzed,
disclose national security information transmitted, received,
handled, or otherwise processed by any information processing
system.

(U) 3.11 Conduit. A metallic pipe, enclosing an insulated
conductor or cable, installed to provide physical and TEMPEST
protection for the circuits enclosed.

(U) 3.12 Contrel lines. The conductor(s) through which a
processing equipment is controlled or receives synchronizing
signals (for shipboard examples, clock, clutch, control, and

stepping).

(U) 3.13 Distribution system. The combination of patching,
switching, cabling, battery, and other facilities which connect

or control various parts and units of a processing system. %;;?

(U) 3.14 Electrical perimeter barrier (EPB). The installation

boundary that encloses the RED electrical processing system to
preclude detection of CE outside the hull of the ship. The
electrical perimeter barrier will generally be composed of any of
the following:

a. Metal structural bulkheads and decks.
b. Metal structural non-support bulkheads.
c. Metal joiner bulkheads

d. Metal doors or scuttles.

(U) 3.14.1 The electrical perimeter barrier may or may not
share the same structural boundaries with the physical perimeter
barrier (see 3.14, 3.33). The physical perimeter barrier
provides the physical security to a secure processing center; the
electrical perimeter barrier provides the electrical security to
the RED electrical processing system within a secure processing

center.

(U) 3.15 Electronic ground. (see 3.20). _,;)
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(U) 3.16 Exposed remote station. A station having one or more
secure voice remote operating positions where the traffic
movement of personnel in support of normal operations, or its
location outside the superstructure, prohibits invoking the
physical security safeguards required for a remote area.

(U) 3.17 Fabricated equipment. Equipment requiring on-site
assembly to form a unitized (physical or electrical) whole. The
prime example of a fabricated equipment is a rack or console
‘composed of assembled equipments. Equipments not receiving prior
scrutiny through the full range of applicable military
specifications. :

(U) 3.18 Field Technical Authority (FTA). A person trained and

certified by Naval Sea Systems Command (NAVSEA) to conduct
shipboard visual TEMPEST inspections.

(U) 3.19 Filter. A device designéd to pass a selected band of
frequencies and attenuate all other frequencies.

(U) 3.20 Ground (electronic ground). An electrical reference

point of zero potential with respect to all other points of
electrical potential in an electrical distribution system. On
metallic-hull ships, the ship hull shall be considered ground
potential. Bulkheads, decks, and overheads, which are welded or
bonded to the ship hull; electronic equipment mounting racks and
foundations or other metallic objects which are welded or bonded
to the ship hull; and electronic equipment mounting racks,
equipment cases, and foundations or other metallic objects which
are welded or bonded to these decks, overheads, or bulkheads,
- shall be considered as an extension of the ship hull. On non-
metallic hull ships, the electronic branch ground bus which "=
connects to the main ground bus shall be considered ground

potential.

(U) 3.21 Grounding. (see 3.7). The process of bonding to
ground.

(U) 3.22 High level signaling. Signal levels that do not
conform with low level signaling. (see 3.27).

(U) 3.23 Information processing system configuration record.
Plan and elevation views of the equipment configuration of the
secure processing center and sketches or narrative description of
the secure equipment configuration in remote areas.
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(U) 3.24 Instrumented TEMPEST Survey (ITS). The testing of an

electrical/electromechanical data processor to determine if CE
egresses the hull of the ship.

(U) 3.25 Isolation device. A device designed with a specified
attenuation between inputs or outputs to preclude RED information
from coupling to BLACK lines.

(U) 3.26 Keying. The function of generating a pulsed d.c.
signal.

(U) 3.27 Low level signaling. Low levels of voltage and
current on signal lines that are between the limits of positive
or negative 6 volts (V) with wave shaping in accordance with
MIL-STD-188-114. This also includes the digital data signal
levels in accordance with MIL-STD-1397 Types A, B, and C,
MIL-STD-1553 transformer and direct coupled stubs, and

EIA-RS-232.

(U) 3.28 National Policy (NP) certification. Certification

provided by ITS that a system/equipment does not generate CE .
which egresses the ship's hull. Certification can be extended to S
an entire ship. : e

(U) 3.29 off-line cryptographic equipment. A National Security
Agency (NSA) approved processing equipment in which the method of

encryption and decryption is not electrically associated with a
transmission or reception system.

(U) 3.30 On-line cryptographic egquipment. An NSA approved
_processing equipment which encrypts or decrypts information

simultaneously with its transmission or reception in ‘electrical —— ™=
form.

(U) 3.31 Operating position. A processing equipment or system
where information is inserted, displayed, or reproduced. An
operating position may consist of, but is not limited to the

following:

a. Microphone or reproducer combinations, including
intercommunications units or consoles, telephone
- handsets, chest sets, headsets, and voice selector
consoles.

b. Teletypewriters (transmit or receive) or combinations
thereof.

' S
~ )
-
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APPENDIX F
INSPECTION CHECK-OFF SHEETS - Continued

Armor shall be bonded to ground at the point of entry
t0 an enclosure.

Cables requiring an ungrounded shield at one end of the
cable in conformance with manufacturer's specifications
shall be approved by NAVSEA (Code 03K222) prior to
installation.

The methods of bonding shields and armor shall be in
accordance with one or more of the following:

(1) Figures 7 through 10, Appendix I.

(2) Any of the methods of MIL-STD-1310.

"(3) Any of the methods in DOD-STD-2003 that provide

for the bonding of shields or armor.

184
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APPENDIX F

INSPECTION CHECK-OFF SHEETS - Continued

{(U) (4) The use of ground ring kits and connectors
designed to provide shield bonding via the
connector hardware, including coaxial and

triaxial.

(5) Other methods having prior approval of NAVSEA
(Code D03K222) which will be based on submitted
drawings or sketches illustrating the methods

proposed.

NOTE: Identify in the inspection report any system with
only one end of cable shield bonded to ground.

(U) 5.2.14.21 Bonding of cables penetrating a secure processing

center. In metallic hull surface ships having a RED high level
electrical signal distribution system, shielded or armored cables
penetrating the electrical perimeter barrier of a secure
processing center shall have the outer-most shield (and armor, 1if

applicable) bonded to ground in accordance with the following:

. Pri-2. SR -

The outer-most shield (and armor, if applicable) shall
be bonded to ground on the inside of the secure
processing center at the point where the cable
penetrates the electrical perimeter barrier.

a.

185
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APPENDIX F
INSPECTION CHECK-OFF SHEETS - Continued
The methods of bonding shields and armor shall be in
accordance with cne or more of the following:

(1) Figures 11 through 14, Appendix I.

(2) Any of the methods of MIL-STD-1310.

(3) Any of the methods in DOD-STD-2003 that provide
for the bonding of shields or armor.

(4) The use of ground ring kits and connectors
designed to provide shield bonding via the
connector hardware, including coaxial and
triaxial.

In addition, cable shields shall be bonded to ground as
applicable in 5.2.14.19 and 5.2.14.20.

Prior to 1976, the installation criteria allowed
cables to penetrate the secure processing center
without the shield bonding to ground; such items
shall not be reported as a discrepancy if installed
under the previous criteria.

186
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APPENDIX F

INSPECTION CHECK-OFF SHEETS - Continued

(U) 5.2.14.22 Bonding of spare and unused cables and

conductors. Unused or spare conductors and shields (and armor,
if applicable) of RED cables which penetrate the electrical
perimeter barrier of a secure processing center shall be bonded

" to ground at both ends. This requirement does not apply to
conductors in Automated Single Audio System cables identified in
NOTE 29 in NAVELEX Drawing 28687-0125013 Rev F. This requirement
is also applicable to BLACK cables in a metallic hull surface
ship having a RED high level electrical signal distribution
system. Unused or spare conductors shall have a length
sufficient to be connected to any of the terminations. Pri-2.

NOTE: Prior to 1976, the installation criteria allowed
spare conducters in BLACK or unused cables in BLACK
cable runs to be ungrounded; such items shall not be
reported as a discrepancy if installed under the

previous criteria.

(U) 5.2.14.23 Bonding of conduit and metal ducts. Conduit or
metal ducts required in 5.1.10.3, 5.1.10.6, 5.1.10.7, 5.1.10.10,
5.1.10.17 and 5.2.10.18 shall be bonded to ground within 3 inches
of each exposed end, and at points of electrical perimeter
barrier penetration. Conduit shall be bonded to boxes or
equipment by welding or by the use of bushing and locknuts.
Conduit fitting covers shall be tack-welded to fittings where
possible or sealed with a conductive non-corroding sealant if
welding is not practical. All cover retaining screws shall be in
place. Conduit runs that contain pipe unions shall have the nut
(collar) portion tack-welded to the male tail piece after the
union has been made up. The methods of bonding are illustrated

on Figures 16 and 17 of Appendix I. Pri-3.
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APPENDIX F

INSPECTION CHECK-OFF SHEETS =~ Continued

(U) 5.2.14.24 Conduit. Conduit shall be of the thin or thick
walled, ferrous or non-ferrous type. Flexible type conduit, where
used, shall be of RF-tight construction. Greenfield and similar
spiral flexible conduit shall not be acceptable. Publication
NAVSEA S9407-AB-HBK-010 is a prime source of data concerning
acceptable flexible conduit and related bonding technigues. RF-
tight conduit may define the electrical perimeter barrier of a
secure processing center and alleviate cable separation

requirements. Pri-3.

(U) 5.2.14.25 Bonding of non-processing equipments and devices.
Electrical lighting fixtures and other electrical non-processing

equipment and devices in a secure processing center need not have
bonding applied as a TEMPEST requirement.

NOTE: Not an FTA inspection item. This is a design
information item.

(U) 5.2.14.26 Removal of armor. The armor may be stripped from
shielded cable as an alternative to bonding the armor to ground.

NOTE: Not an FTA inspection item. This is a design
information item. ‘

188
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APPENDIX F

INSPECTION CHECK-OFF SHEETS - Continued

(U) 5.2.15 Electrical perimeter barrier. That part of the
secure processing center that processes RED electrical
information shall be enclosed by an electrical perimeter barrier.
This requirement is not applicable toO non-metallic hull surface
ships. Pri-1 if system is high level. Pri-2 if system is low
level. i

(U) 5.2.15.1 Electrical perimeter barrier doors. Doors, with
the exception of emergency exit doors, which form a part of the
electrical perimeter barrier of a secure processing center of
metallic hull surface ships having a RED high level electrical
signal distribution system shall be equipped with a door closer
conforming to FF-H-121. Pri-3.

Each side of such doors, except normal access doors, shall have a
sign stating, "DOOR NOT TO BE LEFT OPEN WHILE OPERATING RED
PROCESSING EQUIPMENT. " Pri-2.

Additional normal access door requirements are specified in
5.3.1.2 through 5.3.1.5.

189
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APPENDIX F

INSPECTION CHECK-OFF SHEETS - Continued

(U) b5.3.1 Security spaces. Spaces or stations having RED
processing equipment shall be designated a Secure Processing -
Center, Secure Remote Area, Remote Area or an Exposed Remote |
Station, as applicable. These spaces shall meet the physical
security requirements of OPNAVINST 5510.1 as implemented herein
and commensurate with the classification of the information to be
handled. An Exposed Remote Station shall have only secure voice

operating positions. Pri-CCA.

(U) 5.3.1.1 Physical perimeter barrier. The physical perimeter
barrier (PPB) of a secure processing center and a secure remote
area shall be installed in a manner which will preclude access
to, or viewing of, classified data within the space by

unauthorized personnel., Pri-1l.

(U) 5.3.1.1.1 Maintenance access panels. The physical

perimeter barrier may have a maintenance access panel for the
purpose of providing access from outside the space to equipment
within the space. If the panel location outside of the physical
perimeter barrier is in a passageway or compartment not subject
to frequent usage by personnel, the panel shall be secured with a
hasp and a combination padlock conforming to FF-P-110, type DE,
class 2. Otherwise, the panel shall be secured with studs or
bolts and nuts with center to center spacing not to exceed

4 inches. Pri-2.
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