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A GUIDE TO PRIVACY ACT SYSTEM NOTICES

U.S. Department of Homeland Security

Privacy Office 

INTRODUCTION:  A Brief History of the Privacy Act of 1974

The Privacy Act of 1974 regulates the collection, maintenance, use and dissemination of personal information by agencies and departments of the Executive Branch, such as the Department of Homeland Security.  It embodies five basic principles of fair information practices.  These principles and the influence they had on the 1974 Act are:

(1) "There must be no data record-keeping systems whose very existence is secret."  This has been reflected in the Privacy Act by provisions requiring the publication of an annual public notice in the Federal Register, as well as public notices for changes to an existing system of records or the establishment of a new system of records.

(2) "There must be a way for an individual to find out what information about him is in a record and how it is used." Provisions of the Act permit an individual to view and receive a copy of any record(s) about him contained in a system of Federal records whose disclosure is not exempted by a provision of the Act. In addition, an individual may request to see a disclosure accounting for his record(s) in order to determine how information about him has been used.

(3) "There must be a way for an individual to prevent information about him obtained for one purpose from being used or made available for other purposes without his consent."  Agencies are prohibited by the Act from disclosing information for uses not compatible with the purposes for which the information was collected unless prior written consent of the individual has been obtained.

(4) "There must be a way for an individual to correct or amend a record of identifiable information about him." Embodied in the Act are provisions specifying procedures which must be implemented by agencies for handling requests from an individual to amend his record or to review an initial adverse decision on a request to amend his record.

(5) "Any organization creating, maintaining, using or disseminating records of identifiable personal data must assure the reliability of the data for their intended use and must take reasonable precautions to prevent misuse of the data." Under the Act, agencies are required to ensure that information is accurate, relevant, timely, and complete and that appropriate administrative, technical, and physical safeguards exist to ensure the security and confidentiality of that information.

To understand the Privacy Act as it relates to your responsibilities, you must understand the notion of a record, and a system of records.  

A record means any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, the level of education, financial transactions, medical history, and criminal or employment history and that contains the individuals name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph (Biometric); 

A system of records means a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individuals. 

According to The Privacy Act, every agency that builds or revises a system of records shall publish in the Federal Register a notice of the existence and character of the system of records.  This is what is know as the System of Records Notice (SORN).  The notice is required to include, with respect to each system:

· The name and location of the system;

· The categories of individuals on whom records are maintained in the system;

· The categories of records maintained in the system;

· Each routine use of the records contained in the system, including the categories of users and the purpose of such use;

· The policies and practices of the agency regarding storage, retrievability, access controls, retention, and disposal of the records;

· The title and business address of the agency official who is responsible for the system of records;

· The agency procedures whereby a individual can be notified at his request if the system of records contains a record pertaining to him;

· The agency procedures whereby an individual can be notified at his request how he can gain access to any record pertaining to him contained in the system of records, and how he can contest its content; and

· The categories of sources or records in the system.

SORNS and the DHS 

Because the Department of Homeland Security represents a consolidation of preexisting agencies, there are a variety of preexisting “system of records” notices (SORNs).  Eventually those preexisting SORNs will be consolidated and republished as DHS-specific SORNs.  In the meantime, it is clear the Department of Homeland Security is and will be creating new collections of records that meet the definition of a System of Records.  These new systems of records require the publication of a SORN.  

When you create the notices for each new System of Records they should be done with DHS-wide consolidation firmly in mind.  Your SORN may be like someone else’s SORN.  That is one reason why all new SORN’s must be reviewed by the Departmental Privacy Office.

How to Prepare a System of Records Notice

The key elements of a SORN are shown below:

Department of Homeland Security Privacy Act System of Records

System name: 

System location: 

E.g., Offices of the Department of Homeland Security, Washington, DC  20528
Please include a more precise office location and street address if available.

Categories of individuals covered by the system: 

Describe the types of individuals whose names are contained in the system, e.g., DHS employees, contractors, etc.

Categories of records in the system: 

Describe the types of records in the system.  

Authority for maintenance of the system: 

E.g., Federal Records Act of 1950, Title 44, United States Code, chapter 31, section 3101; Title 36, Code of Federal Regulations, chapter XII; the Homeland Security Act of 2002, Pub L. 107-296; 5 U.S.C. § 301.

Include other authorities as applicable.

Policies and practices for storing, retrieving, securing, retaining, and disposing of records in the system:  

· Storage:

Describe the manner in which the records are stored, e.g., locked/unlocked metal file cabinet, magnetic or optical media.
· Record Identification:
Describe the manner in which the records are identified for retrieval, such as by the name or other unique identifier associated with the individual.

· Security Safeguards:
Describe the measures that are taken to ensure the records are not disclosed in an unauthorized manner, e.g., access limited to those with certain clearances, general nondisclosure obligations of employees, restrictions on transmittal of records from the system, electronic data encryption.

· Retention and disposal:
E.g., Records evaluated as historical and permanent will be transferred to the National Archives after applicable established retention periods and administrative needs of the DHS have elapsed. As deemed necessary, certain records may be subject to restricted examination and usage, as provided by 44 U.S.C. § 2104.

DHS record disposition programs relevant to this system will be conducted in accordance with DHS Records Retention Plan and Disposition Schedule.

Identify destruction schedule by type of record.

System manager(s) and address: 

Identify name and address of the system manager.

Notification procedure: 

Individuals wishing to be notified if they are identified in this system, or to gain access to records maintained in the system, must submit a written request containing the following elements: 

(1) Identification of the record system;
(2) identification of the category and types of records sought; and
(3) the requesting individual's signature and verification of identity pursuant to 28 U.S.C. 1746, which permits statements to be made under penalty of perjury.  Alternatively, a notarized statement may be provided.  Address inquiries to the [system manager] or to the Departmental Disclosure Officer, Department of Homeland Security, Washington, DC  20528.

Record access procedures: 

See the “Notification Procedure” above.

Contesting record procedures: 

See the “Notification Procedure” above.

Record source categories: 

Identify where the records in the system come from.

Systems exempted from certain provisions of the act:

Often the response here is “None,” as most systems should involve only administrative functions of the Department.  However, the text of general exemptions (j) and specific exemptions (k) are printed below.  If you believe an exemption applies to the system that is the subject of this notice, please select the exemption.
(j) General exemptions. The head of any agency may promulgate rules, in accordance with the requirements (including general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from any part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F), (e)(6), (7), (9), (10), and (11), and (i) if the system of records is—

(1) maintained by the Central Intelligence Agency; or
(2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, and the activities of prosecutors, courts, correctional, probation, pardon, or parole authorities, and which consists of (A) information compiled for the purpose of identifying individual criminal offenders and alleged offenders and consisting only of identifying data and notations of arrests, the nature and disposition of criminal charges, sentencing, confinement, release, and parole and probation status; (B) information compiled for the purpose of a criminal investigation, including reports of informants and investigators, and associated with an identifiable individual; or (C) reports identifiable to an individual compiled at any stage of the process of enforcement of the criminal laws from arrest or indictment through release from supervision. At the time rules are adopted under this subsection, the agency shall include in the statement required under section 553(c) of this title, the reasons why the system of records is to be exempted from a provision of this section.

(k) Specific exemptions. The head of any agency may promulgate rules, in accordance with the requirements (including general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from subsections (c)(3), (d), (e)(1), (e)(4)(G), (H), and (I) and (f) of this section if the system of records is—

(1) subject to provisions of section 552(b)(1) of this title;

(2) investigatory material compiled for law enforcement purposes, other than material within the scope of subsection (j)(2) of this section: Provided, however, That if any individual is denied any right, privilege, or benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material, such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence;

(3) maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section 3056 of title 18;

(4) required by statute to be maintained and used solely as statistical records;

(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment, military service, Federal contracts, or access to classified information, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence;

(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the disclosure of which would compromise the objectivity or fairness of the testing or examination process; or

(7) evaluation material used to determine potential for promotion in the armed services, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence.  At the time rules are adopted under this subsection, the agency shall include in the statement required under section 553(c) of this title, the reasons why the system of records is to be exempted from a provision of this section.  

Routine uses of records maintained in the system, including categories of users and the purposes of such uses: 

Note that the term “routine use” is defined, with respect to the disclosure of a record, the use of such record for a purpose which is compatible with the purpose for which the record was collected. Some common routine uses are recited below.  In addition you need to consider other routine uses that are consistent with the purpose for which the record was collected. so that the public can be on adequate notice of the Department’s planned uses of the information in the system.

The Department’s disclosure of records from the system is limited by § 552a(b) to only the routine uses identified, plus twelve other listed conditions (and consent of the individual to whom the record pertains).  Accordingly, it is in the Department’s interests to identify each and every routine use of the records that is appropriate and needed for effective operations and information sharing.
Common Routine Uses

 A record from the system of records may be disclosed:

1. To a congressional office from the record of an individual in response to an inquiry from the congressional office made at the request of that individual.

2. To contractors, grantees, experts, consultants, students, and others performing or working on a contract, service, grant, cooperative agreement, or other assignment for the Department of Homeland Security, when necessary to accomplish an agency function related to this system of records.  Those provided information under this routine use are subject to the same Privacy Act limitations as are applicable to DHS officers and employees.

3. To the appropriate federal, state, local, tribal, territorial, or foreign, or international agency responsible for investigating, prosecuting, enforcing, or implementing a statute, rule, regulation, or order, where the Department of Homeland Security becomes aware of, or in conjunction with other information determines, that a violation or potential violation of civil or criminal law has occurred.
4. To a component of the Department of Justice for the purpose of representing the Department of Homeland Security, or any officer, employee or member of the Department of Homeland Security, in pending or potential litigation to which the record is relevant.

5. To another federal agency (including the Merit Systems Protection Board and the Equal Employment Opportunity Commission), or to a court, or a party in litigation before a court or in an administrative proceeding being conducted by a federal agency, when the Government is a party to the judicial or administrative proceeding.
6. To the General Services Administration and/or the National Archives and Records Administration in records management inspections conducted under the authority of 44 U.S.C. 2904 and 2906.
7. To appropriate officials and employees of a federal, state or local agency if necessary to obtain information relevant to a decision by the Department of Homeland Security concerning the hiring or retention of an employee, the issuance of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit.

8. To the Office of Personnel Management to the extent required by that agency to carry out its Government-wide personnel management functions and studies.

9. To another agency as required by law or interagency agreement for payroll purposes.

Other general routine uses may apply.  Please consult the Privacy Office at 202-772-9848 for assistance in drafting appropriate routine uses.

Where to Go for Help

Web Site Links:

President’s Memo on Privacy and Personal information in Federal Records: http://www.whitehouse.gov/omb/memoranda/m99-05-a.html
For a model of a SORN:

http://www.cms.hhs.gov/hipaa/hipaa2/regulations/identifiers/providerNPRM/980728fr.asp
Contact us:

Privacy Office, U.S. Department of Homeland Security

Washington, DC 20528

202-772-9848
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